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Message Text 

CONFIDENTIAL 

PAGE 01 VIENNA 03340 271004Z 
ACTION SS-15 

INFO OCT-01 EUR- 1 2 ISO-OO L-03 SY-05 CIAE-00 INR-07 
NSAE-00 MCT-01 A-01 OC-06 CCO-OO /051 W 

271016Z 009432/14 

R 270756Z APR 77 
FM AMEMBASSY VIENNA 
TO SECSTATE WASHDC 1533 

CONFIDENTIAL VIENNA 3340 

FOR DEPUTY SECRETARY FROM CHARGE 

E.O. 11652: XGDS-2 

TAGS: AMGT, APER, OGEN, ASEC 

SUBJECT: SECRETARY'S DIRECTIVE REGARDING MONITORING OR RECORDING 
OF ANY CONVERSATIONS 

REF: 1) STATE 015108; 2) STATE 058176; 3) VIENNA 0612 

1 . MY WRITTEN AUTHORIZATION GIVEN TODAY, VIA REGIONAL 
SECURITY OFFICER, TO EMBASSY TELEPHONE OPERATORS AND MARINE 
SECURITY GUARDS (MSGS) - MSGS ACT AS TELEPHONE OPERATORS AFTER 
CLOSE OF BUSINESS - TO RECORD TELEPHONE CALLS ON A SELECTIVE 
BASIS. AUTHORIZATION IS ONLY FOR TYPES OF CALLS DESCRIBED 

REF 2, PARA 3B AND C. 

2. ONLY INCOMING CALLS RECEIVED DIRECTLY BY THE EMBASSY 
TELEPHONE OPERATORS AND MSGS WILL BE RECORDED. RECORDING 
WILL NOT BE CONTINUED AFTER CALL IS TRANSFERRED TO AN 
EMBASSY EXTENSION. 

3. RECORDED CALLS WILL BE IMMEDIATELY REFERRED TO THE 
RSO AND TO ME PERSONALLY. 

4. CALLS THAT DO NOT JUSTIFY RETENTION WILL BE PROMPTLY 
DESTROYED. 

CONFIDENTIAL 

CONFIDENTIAL 

PAGE 02 VIENNA 03340 271004Z 


5. CALLS CONTAINING THREATS, ETC., AS PER PARA 3, REFTEL, 

WILL BE RECORDED; IF RETAINED FOR MORE THAN 48 HOURS, 
DEPT WILL BE NOTIFIED. 

6. IT IS PLANNED TO PROMPTLY TURN OVER TAPES CONTAINING 
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THREATS, ETC. TO LOCAL SECURITY AUTHORITIES TO AID IN THEIR 
INVESTIGATION OF THESE INCIDENTS. 

7. DEPARTMENT'S GUIDANCE AS PER REFTEL 2 GREATLY APPRECIATED. 

MEEHAN 

CONFIDENTIAL 

NNN 
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